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(54) Data management system 

(57) To prevent piracy or leakage of data content, 
cryptography technique and electronic watermark tech- 
nique are combinedtogether and used. In a data content 
supplied to a user, a user data is entered as electronic 
watermark by a data management center, and the data 
content with electronic watermark entered in it is en- 
crypted using a crypt key and is supplied. The encrypted 
data content is decrypted using a crypt key distributed 
from the data management center and is used. In case 
it is to be stored, it is encrypted using another crypt key. 
In case the data content is copied and transferred to an- 
other user, a user data of said another user is entered 
as electronic watermark, and a scenario to enter the us- 
er data of said another user as electronic watermark is 
registered at the data management center, and the data 
content with electronic watermark entered in it is en- 
crypted using another crypt key and is supplied. When 
the validity of said another user is confirmed by the sce- 
nario, another crypt key is distributed to said another 
user. The encrypted data content is decrypted using an- 
other crypt key and is used. When it is to be stored, it is 
encrypted using a still another key In case the data con- 
tent has been copied and transferred illegitimately, it is 
possible by verifying the electronic watermark to identify 
the user who has copied and transferred the data con- 
tent illegitimately. 
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